How Operation Payback’s Denial of
Service tool has evolved

By AMICHAI SCHULMAN, CTO IMPERVA

Below are details of the tools Operation Payback have used for their Denial of Service
Attacks, which Impervas ADC research team have found along with statistics.

|fthere are 3 versions of the Denial of Service tool that members have been able to use:

1. Manual
2. Server controlled
3. Javascript version with no download

Below are graphics to show the rate of downloads for the Denial of Service tool as well as geographic
distribution and screenshots of how they work.

Here is a screenshot of a conversation about directing people to attack PayPal:
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The graphs below show how many downloads of the manual denial of service tool have occurred as
well as where:



See also the countries distribution:

Country
1. United States
2. United Kingdom
3. Germany
4. Netherlands
5. Canada
6. France
7. Spain
8. Poland
9. Russia
10. Australia
11. Sweden

For the server controlled version:

There have been already 33K downloads at a rate of more than 1000 downloads per hour.
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There also a javascript version of LOIC that requires no download at all:
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No need to download, install or setup anvthing - just click the button, sit and enjov the show.
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e Screenshot of Manual Denial of Service tool:
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e Screen shot of instructions for the server controlled tool



HOW TO JOIN THE FUCKING HIVE

1. Get the latest LOIC from:

DDoS LIKE A PRO

-Anon

http:/github.com/NewEraCracker/LOIC/downloads

2. FIX YOUR GODDAMN INTERNET

Although your ION cannon is showing thousands of connections per second, the
truth is that Windows is allowing only a limited amount of those connections to

pass through to the internet.

2. A Download TCP-Z, A TCP/IP Patch for windows from:

http:/deepxw.blogspot.com/

This will patch your tepip.sys in memory, or directly on the hard disk,

2. B Use the patch in memory,
or directly on the hard disk.
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2. C Don't forget to set a
higher fucking value than
before.

2000 is a good choice for
starters.
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3. SET UP THE LOIC FUCKING HIVE MIND

LOIC now has a very neat feature which unites every fucking LAZER with each

other.

This will AUTOMATICLY set the target, message, method and ALL OTHER HARD-

CORE STUFF for you!

This way, an operation has way more chance to succeed, as we are legion now.

3.A-PROTIP: FUCKING HIVE MIND settings are found here:
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